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OBIIH ITOJIOXKEHUS

1. Hacrosmure BbTpemnu TpaBuiIa ypexaaT U3MONBAHETO HA UHTEPHET OT menara
1 yYCHUIIUTE B KOMIFOTBPHHUTE 3aJlH, HHTEPAKTHBHATE 1 APYTH Y4eOHU MOMEIICHHUS ¢
OCUI'YPEH NOCTBI 10 HHTEPHET M €NIEKTPOHHH YCTpOUCTBA

2. llenra Ha BBETpermHUTE IIPABHJIA €:

1.1. Ma npenocrassr na YYCHHIHTE BB3MOKHOCT 3a 0e30IacHO ,-.Cbpupane” B
HWHTEPHET;

1.2. QOnasane na nuwaroOCTTA M MHYHOTO HOPOCTPAHCTRBO.
3. U3noa13Baii CHI'ypHA mapoJia 3a npoumre cu

3.1. Ymotpebara na cunna u 3ammTena 11apona € OT U3KIMOYUTEIHO 3HAYEHUE 32
0e3omacHOTO TH NpHCHCTBHE B HHTEPHET. [Ipenopbuurenno e Ta na ChABPKA MoHe 12
CHMBOITIa ¥ 1a C€ CHCTOM OT KOMOMHAIIMA OT MAIKH U [IABHK OykBH, nHubpH, CUMBOIH
u p. CpIIO Taka A2 He NMPHCHCTBA B TIPABONMCHUA PEYHMK, 14 HE ChABPKA JTAYHHU
AaHHU (MMe, TenedoH, poxaeHa 71aTa) ¥ [a He € Ch3aieHa ¢ NPEABUINMH , TPHKOBE
(npumep: hQuse).

3.2. Cmewnsit maponara cu PEIIOBHO, HE 5 M3MOI3BAl HA HAKOIKO MECTA M Haii-
BXHOTO — HE A 3aNUCBall HUKbIE U He S CIIONENISH ¢ APYT, 3alI0TO MOKE Ja [IONaaHe
B DBLETE Ha 370HamepeH 4oBek. CHiHHTE IIaponu Ca TPYOHHM 3a MOMHEHE, HO OT
TOISIMO 3HAYEHHE.

[Taponara Tpabea ma e MSMHCJICHA, a8 HE aKTyalHa Ha HAKOM OT HATMYHHTE TH
npodumr.

4. IlpaBu penoBHO apxuBHO KomHe Ha uH}popmanusiTa cu (backup)

3. I1a3u ce ot onnaiin BHpYyCH

B onnaitn npoctpancTBoTo € oT romsmo SHa4ICHHUE Nla Ce MPEAnasBaMe OT BUPYCH,
KOHTO MOraT 1a Hi HaBpeasT. ETo HAKOMKO KIOMOBH MOX0a 32 TOBA:
 Msnonseaii Haif-akryanmara BEPCHs Ha N00pa U JHIECH3UPAHA AHTHBUPYCHA (u
aHTUMaJIyep) nporpama.

» OOHOBsBal cu onepaumonHuTE CHCTEMH, TIPUIIOKEHMATA U IIPOrPAMHTE.
» He orBapsii cemauTennu JINHKOBE, PEKIIAMH U UMEHIIU OT HEMO3HATH.

* M36arsaii Hecurypuu Mpesku (oreopen Wi-Fi).

-
-

* Brumagait npu usnonssanero na USB (dbaam namer.
- M He Ha nocnenso MacTo —usnmonseaif firewall.

6. Undopmupaii ce 3a AKTYaJIHUTe U3MAMH B HHTEPHeT NPOCTPAHCTBOTO, 3a Ja
He CTaHell ’KepPTBa HAa TaKaBa

Ionsikora no HOBMHUTE WiIx B COLMATTHUTE MPEKH CIIOAENST 32 HallyMsiaa u3mMama
— NPENoOphYBAME TH 1a HE TH HrHopupam. Baxno e ga ce HHDOPMHpAIL, 3am10TO
M3MaMHHULIMTE MOraT na OBaaT MHOrO U300peTaTeIHl B  JIBXKHUTE CH. Axo
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NPEABAPATEITHO 3HAEIT 33 TO3M THI M3MAMa U NONaJHEII Ha Hes, e s Pa3Mo3HAEN U
H30ErHen JIecHO.

7. He oTBapsiii CbMHUTEIHH UM eiiH

Ilpenopruntento e aupextro ma M3TpUBAIll CbMHUTETHHUTE (T.Hap. (GUIIMHT) HMeiin,
HO aKO BCC IaK HE CH CUIYPEH M I'M OTBODHMII — HE CiIeIBaif WHCTPYKLMHUTE HM.
Mosxem na ru pasmosHaemn mo cnegHuTe MIPU3HAIH:

» Jluncea nmommenno OOpBILEHHE, a UMEINT afpeckT HA TONATENS HAMA o0uio ¢
MMCTO Ha MHCTUTYLUATA, OT KOATO YK € H3NPATeH UMEMTBT.

+ B umeiina te kapar cnemmo na o6HOBMII npoQuia CH WM 1a U3IPATHIN TMIHA
uHbOpMaLUs.

o MMmelnsT e Hamucan ¢ nevatnw wn NPaBONKCHY IPELIKH.

» HMsuckBaT or Te6 ma mocnenBar IMHK U Jla ToceTHIl yeb CTpaHuua WiH uMa
NPUKAYeH (ai1, a OJATENAT Ha HMEHIA € HesCeH MITH CBbMHUTEJIEH.

8. Buumagaii B kou caiiTose BJIM3AII

Oceen ¢ummar umeitm, CBIIECTBYBAT M (GUUIMHT caiitose. IIpHHUMANDBT WM Ha
PadoTa € CHIIKAT, KaTO rOPECIOMEHATHS - [IPEICTABAT C& OT UMETO Ha CHINECTBYBAIIA
MHCTHTYLHs KaTO OOHKHOBEHO € KOMMPAaH ¥ AM3aiHbT Ha OPUTMHAIHUA calT. Moxkem
fla I'i pasno3HaeM Mo yeb aapeca - ToM ChIo MOXKe MHOTO 1a NPUITAYA HA HCTHHCKUA,
HO I11€ UMa HSIKOH Pa3JIUKH.

Apyr curnan e, ako BpB3Kara He e CHI'YDHA (G0pecwvm He 3anoysd ¢ hitps), Tpsa6Ba
/@ CH C MOBMIICHO BHMMaHME. 3a TasW Hed NpemopbyBame Ia HHCTAJTHpalll
npucraBkata WOT (Web of Trust) xbm Opaysbpa Ha KOMIIOTBEpa cu. Ts MapKupa
HHUBOTO Ha 0E30MacHOCT Ha BCEKH CaiiT, KOMTO ce MOsBsIBA.

Koraro termum daitnose, cOTyep, UIPU WM APYTO, CHIIO TpsA0Ba a mpoBepsBamI
CaliTOBETE, OT KOUTO CMATAl ma TO HalpaBHIll - Karo0 IIOTBPCHMII MHEHHS MO
HE3aBHCHMH (DOPYMH 3a TE3U CANTOBE.

9. U3no3Baii caMo A0CTOBEPHH M3TOUHHLH

Mmuoro e Baxkno ma Moxen 1a PasNo3HaeLl NICTUHCKUTE OT JILXKJIHBHTE HOBHHH,
0CODOEHO MO BpeMe Ha CHTYAlMsA KaTo NaHAEMHATA ¢ KOPOHaBUPYC. B cormumanuute
MPCXKH €XEMHUHYTHO C€ CIOIEINIAT HOBUHH OT IISUT CBST BLEB BPB3Ka C aKTyajHaTa Tema
3a COVID-19, HO kaKBa 9acT OT TAX ¢a MCTHHA K IENAT A2 uHpOPMHUpAT Xoparta 3a
CTyHBaIIOTO €€, a HE la BCABAT NAaHKUKA WM /1A TI0Jy9aBaT HAKAKEA H3roga ot Tosa?

Vima Helia, o KOMTO MOsKenr 1a pasno3Haei Ay eTHa HOBMHA € (hasnBa;

° THpaKHpaHa € OT CBHMHHTETHA MCIMA W HE MOXE ma ce HaME€pH B
ABTOPHTETHHUTE U3TAHM.

» Hanmcana e HescHO 1 HekauecTBeHO (Hamp. ¢ IeYaTHU M PABOMMCHU TPELUKH).
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« Hama CHHMKH, KOHUTO Ja IOKaKaT HalmMCaHOTO, WU KaapuTe ca o0mum u
HCACHH.

» IlosoBasa ce Ha HekOHKpeTHE aBTOPUTETH (Harp. , OPUTAHCKH Y4EHu").

» Hamucanoro B unreprer u KOMYHHKHDAHOTO IO TEJICBH3HMATA HE BHHATH €
BApHO. Xy0aBo € na mnposepssam MHpOPMAIMATa, OCOGEHO ako Ime s
pasnpocTpansBani.

10. Buumagaii KaKkBH NPUIIOKEHNS CH KA9BAI K KAKbB J0CTHI KM JaBaI

10.1. Ilpu peructpaums na ce BHUMAaBa KaKBU NaHHH MPEIOCTABANI M BHHATH /14
ce 00pblua BHUMAaHME Ha MOMMTHKATA 34 OBEPHUTEITHOCT.

10.2. Ta ve ce cogens muuna uH(popmamms my6nuaro (EL H, Tpn umena, nata
Ha pKIaHe, anpec, Tene(oneH HOMEp U T.H.), C IeN He JAOIyCKaHE Ha HM3HACSHE Ha
MHGbOPMALKS ¢ IMYHHA JaHHH B HHTEPHET NPOCTPAHCTBOTO.

11. Banmagaii kakbB quraraien 0THEeYATHK 0CTABSIN

llpo6Baii na ce morepcumr B google M BWX KakBO me TH H3Ne3e. Tps6Ba na
SHAell, 4€ CaHTOBETE OOMKHOBEHO TMPENOCTABAT HacTpOHMKM 3a yIpaBicHWE Ha
AQHHHUTE TH, OT KOMTO MOJKELI 4 CE& BB3IIOI3BAILL

12. BHumagaii ¢ Koro u kax o0myBam

3a CHXaNeHHE OHNANH He BCEKH e TO3H, 32 KOroTo ce mpexacrtasda. Kakro B
CIKCIAHEBUETO, TAKA U B MHTEPHET — He TpsibBa 1a O0IIyBalI ¢ HEMO3HATH 3a TeH Xopa.
Taxmara nen Moxe na He e B TBOI HHTEpEC.
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